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Following the Trail to the
“Hidden Documentation”:
An Overview of EHR Audit
Trails in Medical Malpractice
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Learner Outcomes/Objectives

* Define and explain the EHR Audit Trail and its use in the medical
malpractice field.

» List 3 data points collected within the EHR Audit Trail

* Identify a complete EHR Audit Trail vs alternative documents
produced as audit trails

» List 3 benefits to EHR Audit Trail utilization in the medical
malpractice field
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EHR Audit Trail:

History, Uses and
Misconceptions

What is an Audit Trail?

* Audit Trail is defined as “a record that shows who has
accessed a computer system, when it was accessed, and
what operations were performed during the access
period.”
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What is an EHR Audit Trail?

* In the medical field it identifies the who, what, when and where
of actions occurring within the chart

* Each action creates a data point in the EHR

* The data points are referred to as metadata
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* The metadata is then queried to produce the Audit Trail
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Name 3 "actions" within an EHR
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What is an EHR Audit Trail?

* For the EMR or EHR this means each time a provider enters a
chart and performs an auditable action such as:

. View
. Modify
. Delete
. Create
. Print
. Export
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Why do EHR Audit Trails exist?

» In the early 2000’s electronic medical records (EMR) became more popular

» American Recovery and Reinvestment Act of 2009

» Eventually regulations were put in place regarding this data collection.
Code of Federal Regulations

HIPPA

ASTM Standards

ONC Certification

ility that receives funding from Medicare/Medicaid MUST
utilize an E system that has the ability to produce an EHR Audit Trail
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Audit Trail Use in Med-Mal Cases

* Validate the integrity of the printed records

* Verify the timeline of events

* |[dentify potential witnesses

* Validate or refute deposition/trial testimony

* |[dentify additional discovery requests

= No opinions, just facts identified within the metadata
* Plaintiff and Defense
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Common Misconceptions.....

* “It's a fishing expedition.”

* “Not every med-mal case needs an audit trail review.”
* “Audit trails only benefit the plaintiff side.”

* “It will take too long to produce the audit trail.”

* “The EHR can’t produce the audit trail.”
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Standards, Data Points &
Identifying an Audit Trail
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Standards for Audit Trail Production

* ASTM E2147-18: Standard Specification for Audit and Disclosure
Logs for Use in Health Information Systems

* ONC Certification

* HIPPA

*CMS

* Code of Federal Regulations

* HITECH - Health Information Technology for Economic and
Clinical Health Act of 2009
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Data Points per ASTM Standards

» Date and time of access * User identification

» Date and time of activity * Type of actions: examples
- Duration of access creations, additions, deletions,
. changes, queries, accesses,
* Access device copy, print and copy and paste
* Location of access or activity . |yentification of the patient
or both data that was accessed
* Patient identification

» Source of access
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Access Log vs Audit Trail
* The access log only identifies who ACCESSED to the record

= Actions seen = View

* You will not see other actions such as:
* Print
* Modify
* Create
* Delete
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Other Produced Documents

- “Partial” or “incomplete” audit trail
* Access log with some additional actions
* Altered audit trail

* Lots of documents in between
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Key Takeaways

v'Audit Trails exist outside of medical-legal world

vIf an Audit Trail is requested, the produced document should meet
ASTM Standards

v Identifying production of an Access Log when an Audit Trail was
requested is valuable to your attorney clients

v'Audit Trails are a query of the metadata that is collected in the
background of the EHR

v'Can be beneficial to both Plaintiff and Defense
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What are the Top 3 most utilized EHR systems in the
us?

.

https://powerpoint.al haslides.com/slide/B‘{%SgﬁSSo
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X Meditech, Cerner, X Cerner, Epic, Allscripts X Epic, Athena Health, Meditech, Cerner, Epr
Allscripts Cerner
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What are the most widely utilized EHR systems?

Cf Cerner

MEDITECH
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Epic Results Review
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Epic Results
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Name some "Red Flags" you may find in an Epic Audit
Trail.
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Epic Red Flags....

» Pended notes that were not
signed

» Pended notes that were
signed weeks or months later

* In Basket Messages between
defendants

» Abnormal or inconsistent
behaviors in the EHR
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* Key witnesses or defendants
not listed in the audit trail

* Deletions related to the
timeframe in question

* Deletions that involve the
timeframe in question

* Abnormal signing actions
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Epic Case Review
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Delay in Diagnosis Case:

47 year old healthy male who began having severe, debilitating lower leg
pain with exertion.

He was seen by his PCP, sent to several specialist including neurology, pain
management, and cardiology. Over the course of 6 months 7 different
providers, within the same healthcare system, evaluated the patient.
During his first visit he was diagnosed with sciatica. This is the diagnosis
that stuck.

His pain got worse and worse. He started having paresthesia's, numbness,
tingling, and temperature changes to the foot.

His pain was isolated to the back of his leg from his knee to his foot.

AALNC
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Delay in Diagnosis Case:

Over the course of his treatment he was sent from provider to provider and
ultimately diagnosed with chronic pain syndrome.

His numbness, temperature change and pain continued to worsen.

It took 3.5 months for any provider to order a doppler study or PT/PTT.
Once the studies were done, the patient was found to have clots from his
ankle to his groin.

Surgical intervention was required and he now has long term complications
with the possibility of amputation below the knee.
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So, what did the audit trail show?

<»Disputed the claim by the providers that they viewed each others notes

<»Corroborated testimony that the providers were aware of the visits with
other providers

<+ldentified In Basket Messages between providers

<»Disputed the one providers testimony that “he was not aware of the
doppler results until he was notified of the case.”

<»ldentified key changes in a providers note

2022 Annual Forum.
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Surgical Case Review:

38 year old female who had a “Mommy Makeover” with laser treatments
procedure at a freestanding surgical center. She is allergic to skin glue.

Post op she began to have intense pain to her surgical site. She stated she
contacted the on-call provider and let them know about the pain.

She removed her bandages noticed what appeared to be a burn around her
incision.

She reported she was spoke with the provider multiple times over the course of 1
week before she was seen in the clinic.

Wound care was initiated and was ongoing for 3 months with little to no
improvement.

The wound care nurse discretely told the patient to go to the ER. The patient was

found to be septic, was admitted to the ICU and underwent multiple procedures
to debride the wound.
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Surgical Case Review:

She suffered from a reaction to skin glue that was used during the
procedure.

The primary surgeon denied using the skin glue and claimed his surgical
assistant must have done it.

The surgeons operative note does not indicate any type of skin glue was
used but the note was signed 3 months after the procedure.

Nursing documentation identifies the allergy to skin glue.

Nursing documentation done during the procedure indicates skin glue was
used.
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So what did the audit trail show?

«<+Alteration in records related to the skin glue allergy.
«<+Alteration in the operative note by the provider.
“*Alteration in the nursing documentation.

<+ Staff messages sent months after the procedure which the facility
refused to provide.

AALNEAnnual FOI"UHL

ABII 2729 * Lowivvile, KY - Pre-Foram: Ap

[ Ol"l.llrL

Test Your Knowledge

AALNC
202_.,.“j’mnual '

Access Log, Audit Trail or Something Else

<

A o 3 .
1 Timostamp (COT) [+ Access ByName =] Event. el Encounter - Workstation
2 05/12/2017 09:34:41 AMtPocker, olly WA Report withpatint dta prited niA aseE0IWSsIL
a iy s i
5
4 05/12/2017 10:15:13 AMBid, 5, D parentsnap RS2 KSISGEMOWSTERD
e
SATIERT SNAPSHOT (H1ML/CSS)
5 08/22/2017 10:16:10 AVt i, i, patent snapshor RS KsrseSD fononososs]
Repert et
PATIENT SNAPSHOT (HTMICSS)
5 55, M0 Offce Vst on O5/12/17  KS7SEFMO3WSS108
7 Cookie, D A TSOEMIWSe108
8 Cooiie, D Medeatons  view A aseEmIwsTE:

Imaging ordered on 07/12/1 -k

foz3Annual Forum

4/18/2023

20



4/18/2023

Access Log, Audit Trail or Something Else
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Access Log, Audit Trail or Something Else
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Click to continue quiz

Access Log, Audit Trail or Something Else
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Click to continue quiz
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What next?

Tell your attorney clients about audit trails
If you get an audit trail take a look, see what you can identify
Find a training course or a nurse to subcontract to

Start talking about audit trails
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