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Learner Outcomes/Objectives

• Discuss the basic rules and regulations that govern the production of 
EHR audit trails 

• Identify 3 common uses for EHR audit trail analysis in medical 
malpractice 

• Identify and discuss how education related to EHR audit trail analysis is 
beneficial in the medical malpractice field



Our Why

Collectively we are three diverse and 
experienced nurses who joined forces in late 
2022 to provide education to others related 
to EHR audit trail analysis. The benefits of 
EHR audit trails in the medical malpractice 
arena are extensive and it is expected that 
the use of the data collected within the audit 
trails will only continue to grow. Our goal is to 
provide education that is valuable to others in 
both the healthcare and legal arena.



Audit Trail Requirements
Requirements and standards related to Audit Trails
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Audit Trails and Their Requirements

• What is an Audit Trail?

• Audit Trail is defined as “a record that shows who has 
accessed a computer system, when it was accessed, and 
what operations were performed during the access period.”



Audit Trails and Their Requirements

• Audit Trail
• Retention
• Technology Requirements
• Regulations



Audit Trails

RegulationTechnology Requirements

CFRAmerican Recovery & Reinvestment Act

CMSOffice of the National Coordinator for 
Health Information Technology (ONC-HIT)

HIPAAHITECH

Federal Rules of Civil ProcedureNIST

ASTM Standards



The Courts and Production

• Consistently, defendants argue that the audit trail is not 
relevant and, therefore, the Court should deny its 
disclosure. 

• Many defendants state audit trail requests are a “fishing 
expedition”. 

• Many defendants argue that audit trail requests place an 
undue burden



REQUIREMENTS RECAP

• Audit Trails are the DNA of the medical record.

• EHR users are not required to retain audit trails.
o They are required to retain audit data.
o This data (sometimes called metadata) is generated during the creation of each 

individual’s medical record.

• Audit Trails are not burdensome and are relevant to medical records review. They 
provide proof of authenticity and proof of accuracy of the EHR.

• Any facility that receives federal funding must use an ONC certified electronic medical 
records system and be able to provide an audit trail.



Audit Trail Analysis Benefits 
in Medical Malpractice
What can the audit trail show us and why should be 
analyzing the data
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3 Common Findings with Analysis
• Views of the record

• Who
• What
• When

• Signing Actions
• Pend/Save
• Addendums
• Sign

• Additional Discovery Documents
• All the things we don’t typically get with the printed legal record



Viewing actions………Epic



Viewing actions………Cerner



Signing Actions………Epic



Signing Actions………Cerner



The Unknown Documents………Epic



The Unknown Documents………Epic



The Unknown Documents……Cerner



When Should The Audit Trail Be Considered? 

• To validate the integrity of records
• To ensure ALL available records were provided 
• EVERY SINGLE CASE

• Abnormal signing actions
• Signatures days, months, or weeks later
• A timeframe that seems to have been altered or edited

• Abnormal or inconsistent entries
• Often your gut instinct
• Bulk entries at the exact same time
• Potential missing information



Audit Trail Production
Recommending an Audit Trail To Your Attorney Clients
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3 Steps to Recommending an Audit Trail

• Identify the need (always recommend the AT)
• Missing records
• Large time gaps
• Suspicious addendums, signatures, or documentations

• Illustrate the reason
• Paint the picture

• Display the benefit
• Describe possible outcomes



Identify the Need
Case Study

Ms. B was seen for an annual physical by her PCP on 09/10/2018. She was having dyspareunia. A pelvic 
exam was not performed at that appointment due to time constraints. Ms. B indicates she was asked to 
make another appointment to address this issue.

Due to scheduling difficulties, her provider canceling appointments, and appointments scheduling out quite 
far, Ms. B was not able to get back in for her pelvic until the following year when she returned for another 
CPE. 

She continued to have dyspareunia and was now also experiencing post-coital bleeding. A pap was 
attempted, but due to significant cervical mass it was not completed. She was subsequently referred for 
pelvic ultrasound and Gynecology appointment.

She was diagnosed with cervical cancer with metastasis and is pursuing litigation against her PCP for 
delayed care and diagnosis. Her PCP, Dr. Gofer is indicating she was unaware of any concerns for 
dyspareunia and would have performed a pelvic exam initially if she was aware. 

NO PELVIC EXAM PERFORMED

DYSPAREUNIA

DYSPAREUNIA AND POST-COITAL BLEEDING 
WITH CERVICAL MASS

DELAYED CANCER 
DIAGNOSIS



Illustrate the Reason



Display the Benefit

Possible Outcomes
• Dr. Gofer may not have known about the dyspareunia. Could have 

been discussed with nurse and not relayed. 
• Dr. Gofer knew about the concern but did not document it.
• Ms. B may have cancelled several appointments.
• Ms. B may not have understood the urgency of things.
• Dr. Gofer knew about the concern, documented it, and then went 

back into the chart to make necessary edits to hide things. 
• All versions of the note can be requested in further discovery.



Audit Trail Misconceptions
FactFiction

A few clicks of some buttons by ITDifficult to Produce

ASTM states otherwiseBurdensome

Depends on the caseNot beneficial/not needed

No more than requesting medical recordsExpensive

Can support and refute MR documentationOnly show wrongdoings

The patient has a right to know who 
accessed their information and what 
occurred during such access. (ASTM 
E2147-18)

Fishing Expedition



Barriers to Production

• Misconceptions – don’t know what they don’t know
• Facilities do not want to produce them - fear
• Facilities do not know HOW to produce them

• Historically used for internal audits to study clinical activity (Rule, Chiang, 
Hribar, 2020)

• PDF vs Excel
• Should always be produced in Excel to avoid losing important data

• Locked vs Unlocked
• Should be unlocked
• You can unlock it if needed

• Incomplete or Edited
• Compare against the printed MR



Example of Excel Format -> PDF



RECOMMENDATION RECAP
• Recommending an audit trail takes 3 steps:

• Identify a NEED, 
• Illustrate a REASON,
• Display a BENEFIT.

• Misconceptions about audit trails contribute to production barriers.

• ATs should be produced in:
• Unaltered, 
• Unlocked, 
• Excel format.
• From the date in question THROUGH the date the records were printed.
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Let the Questions Begin! (and contact info)

All of us -
• info@audittrailnurses.com

Shelly –
scombs@tsclegalnurseconsulting.com

Amy –
apuls@globalnurseconsulting.com

Pam –
pamela@epiphany-nc.com
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